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iControl Certificate Utility

Overview

The Certificate Utility (CUU.exe) is designed to create and distribute Secure Socket Layer (SSL) certificates to
iControls and the PCs that communicate with them. Although the iControl comes from the factory with a certificate
installed, this certificate will generate a warning message when connecting to the iControl when using SSL. For
most customers, this error message can be easily ignored and secure connection to the iControl continues. For
customers with special circumstances, the CU was designed to facilitate creation and distribution of SSL Certificates
tailored to a specific iControl, eliminating the error message entirely. There are two methods that can be used to
create and distribute the certificates:

1. Self Signed Certificates. A Self-signed certificate is the most common approach. In this approach, the CU
generates multiple certificates, each unique and based on the IP address, or DNS name of each iControl. The CU
also provides the means to install the certificate on the iControl, making it easy to generate and distribute. Upon
initial connection to the iControl, the user will be offered an opportunity to install the certificate from the iControl.
This is done once for each browser on the PC and each iControl.
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] Self Sign Method

g é' Step 1: Using the CU, create one unique Certificate based on
= the IP Address of each iControl.
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Step 2: Use the CU to upload the Certificates to each
(3] iControl.

Step 3: Upon connecting to the iControl, each PC accepts the
certificate installed in the iControl.
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2. Root Certificate Authority. The Root Certificate Authority method pre-installs the certificates required in both the
PC and the iControl. This eliminates the need for accepting the certificate from each iControl on each PC. The Root
Certificate is generated and installed in each PC prior to communication with the iControl. The Root Certificate also
is used, along with the IP address or domain of the iControl, to generate the certificates that are installed in the
iControl.

& ° é ° = 5 G Root Certificate Authority Method
Step 1: Create A Root Certificate Authority (CA) using the
é' Certificate Upload Utility (CU).
o =
o Step 2: Install the CA into any PCs that need to communicate
é with the iControls.
Step 3: Create certificates for each iControl using the CU.
Each certificate is unique and based on the CA and the
iControl’s IP Address or domain name.
2l eeceegeses. Step 4: Install the certificate into the iControl(s) using the
2N -eeeeeees .. Cu.
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Method 1: Self Signed Certificates

Step 1. Create a Self Signed Certificate

a. Open the CU.

b.

Click on Create a Self Signed
Certificate.

c. Click Next.

. Enter the Required Information about

the Self Signed Certificate in the fields
as shown.

Certificate Name: This is the filename
for the certificate.

Common Name: Usually the IP address
of the iControl that that will use the
certificate.

. Enter the Optional Information if

desired.

f. Click Next when done.

. The CU will generate the required files

and store them in the
<install_directory/Certs> subdirectory.

. Click Home when Done.

-lolx]
[ select Task ]

% Create a Self Signed Certificate
~ Create your own Certificate Authority
{~ Create a Certificate Authorty Signed Certificate

{~ Upload a Certificate

Back

Mext

El
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¥ certificate Upload Utility

|: Enter Certificate Information

Required Infromation

Certificate Name: IiConh’oIl

Common Name (IP Address): IID. 1.2.61

Optional Information

Country: |USA

State or Province: INorﬁw Carolina

City or Location: IZebulon

Organization: ISurgeX

Organizational Unit: IEngineering

=
X
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¥ certificate Upload Utility

|: Generating Certificate..

Building Certificate
Certs\iControl Lkey
CertsiContral1.pem
Certs\iControl 1key.pem
Certs\iControl1s.pem
Certs\iControl1.der
Certs\iControlL.dcc

DOME

Back

Home

El
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Step 2. Upload the Certificate to the =10l xi
iControl [_Select Task )

{~ Create a Self Signed Certificate

a. Open the C U . ™ Create your own Certificate Authority

~ Create a Certificate Authorty Signed Certificate

b. Click on Upload a Certificate.

c. Click Next.
info Back Mext Exit
—1oix]
[ select Certificate to Upload ]
d. Enter or Browse to the location of the Certificate:
Certlficate fl|eS. The default |0C&ti0n |S IC:'n,Program Files\SurgexjControl\CertUtility\Certs\iControl 1.dcc M
<install_directory\Certs\>
. IP Address to Upload to:
e. Enter the IP address of the iControl to 0. 1. 2.6l
upload the certificate to.
f. Click on Next.
info Back Mext Exit
[
|: Uploading.. ]
Conecting to 10.1.2.61
. . i
g. The certificate upload progress is - Cemcate Length
. . QK
displayed. When complete, Click Home. cevicae
Cleaning up
h. After receiving the certificate, the Disconnected
iControl needs to be rebooted via the
CLI (Telnet, Serial) or the front panel
switch. This will not affect the status of
the outlets.
info Back. Home Exit |
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Step 3. Use the Certificate in a Browser

Internet Explorer

Upon connection to the iControl with the new certificate (Note: The address must now be
specified as https://ipaddress), the following warning will be displayed:

|@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.

@' Continue to this website (not recommended).

© More information

If you click “Continue to this website”: The certificate will be installed for this session only.
Each time you access this iControl, the same warning will be displayed.

To permanently install this certificate:

a. Click “Continue to this website”.

b. Click “Certificate Error” to the right of the address bar, and click “View Certificates”.

f,“ iControl ver Q101124G.272 - Windows Internet Explorer

@;—:vlg https://10.1.2.61f j|@' Certificate Error @ 41| X
_ x

File Edit View Favorites Tools Help »
'.ka.' Untrusted Certificate
-

?:3 Favorites /& iControl ver Q101124G.272 | | i)
The security certificate presented by this

website was notissued by a trusted

cerificate authority.

SURGEY.  iControl
=% This prablem might indicate an attempt to

fool you or intercept any data you send to
the server

User Name: |
We recommend that you close this
webpage.

Password: |

About certificate errors

Login Cancel
View certificates
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c. Click “Install Certificate”.

. The import wizard will begin. Click
“Next”.

. Select “Place all certificates in the
following store”, and then click “Browse”,
select “Trusted Root Certification
Authorities”, and click “Ok”. Click
“Next”, then click “Finish”.

f. Review and accept the Security Warning.
Click “Yes” to install the certificate
permanently.

Certificate Import Wizard

ey

—

Certificate x|

General | Details | Certification Path |

@g Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: 10.1.2.61

Issued by: 10.1.2.561

Valid from 2/ 28/ 2011 to 2/ 25/ 2021

Install Cerh’ﬁmte...l Issuer Statement: |

Learn more about Zertificates

oK |

x|

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure netwark
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Security Warning

I

You are about to install a certificate from a certification authority
(CA) daiming to represent:

10.1.2.61

Windows cannot validate that the certificate is actually from
"10.1.2.61", You should confirm its origin by contacting
"10.1.2.61". The following number will assist you in this process:

Thumbprint (shal): 5875FFF7 456DFACS 780D41E55 17859962
2006BF13

Warning:

If you install this root certificate, Windows will automatically trust
any certificate issued by this CA. Instaling a certificate with an
unconfirmed thumbprint is a security risk. If you didck “ves” you
admowledge this risk.

Do you want to install this certificate?
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Firefox

Upon connection to the iControl with the new certificate (Note: The address must now be
specified as https://ipaddress), the following warning will be displayed:

Q’:

This Connection is Untrusted

‘You have asked Firefox to connect securely to 10.1.2.61, but we can't confirm that your connection
is secure.

MNormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.,

Get me out of here! |

Technical Details
I Understand the Risks

If you understand what's going on, you can tell Firefox to start trusting this site's identification. Even
if you trust the site, this error could mean that someone is tampering with your
connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identification.

Add Exception... |

Click “I Understand the Risks”, and then click “Add Exception”.

You are about to override how Firefox identifies this site.
I " Legitimate banks, stores, and other public sites will not ask you to do this.
.

— =

x|

—Server
Location: I Get Certificate I
rCertificate Status
On the “Add Security Exception,, This site attempts to identify itself with invalid information. view...
- . known Identi
window that appears, click yninoun Identity
“Conﬁ rm Securlty Exception". TO Certificate is not trusted, because it hasn't been verified by a recognized autharity.

permanently install this certificate,
check the box beside “Permanently

store this exception”.

¥ Permanently store this exception

Confirm Security Exception Cancel




SURGE\.

iControl Certificate Utility

Chrome

Upon connection to the iControl with the new certificate (Note: The address must now be
specified as https://ipaddress), the following warning will be displayed:

The site's security certificate is not trusted!

You attempted to reach 10.1.2.61, but the server presented a certificate issued by an entity that is not trusted by your computer's
operating system. This may mean that the server has generated its own security credentials, which Google Chrome cannot rely on for
identity information, or an attacker may be trying to intercept your communications. You should not proceed, especially if you have
never seen this warning before for this site.

Proceed anyway | Back to safety

» Help me understand

If you click “Proceed anyway”: The certificate will be installed for this session only. Each time
you access this iControl, the same warning will be displayed.

To permanently install this certificate, follow the instructions for Internet Explorer (above) to
install this certificate in the Trusted Root Certification Authorities Store.
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Method 2: Root Certificate Authority

Step 1. Create a Root Certificate
Authority

a. Open the CU.

b. Click on Create your own Certificate
Authority.

c. Click Next.

d. Enter the Required Information about
the Self Signed Certificate in the fields
as shown.

Certificate Name: This is the filename
for the certificate.

Common Name: This name identifies
the Certificate to the web browser.
Choose a name that will identify its
source.

e. Enter the Optional Information if
desired.

f. Click Next when done.

g. The CU will generate the required files
and store them in the
<install_directory/CA> subdirectory.

h. Click Home when Done.

i. Install the Root Certificate into your
browser.

¥ certificate Upload Utility

=lol x|

[ select Task

{~ Create a Self Signed Certificate

% Lreate your own Certificate Authority:

{~ Create a Certificate Authorty Signed Certificate

= Upload a Certificate

Back:

Mext

¥ certificate Upload Utility

|: Enter Certificate Information

Required Infromation

Certificate Name: IiConh’oIl

Common Name (IP Address): IID. 1.2.61

Optional Information

Country: |USA

State or Province: INorﬁw Carolina

City or Location: IZebulon

Organization: ISurgeX

Organizational Unit: IEngineering

=
X
I

¥ certificate Upload Utility

|: Generating Certificate..

Building Certificate
CAYjControl1.pem
CAYControl tkey.pem
CA\Control1.der

DOME

Back:

Home
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Step 2. Install the Root Authority
Certificate into one or more PCs
Using Internet Explorer

a. Navigate to the location of the Root
Certificate.

b. Double-click on the .der file matching
the filename of the certificate.

c. Click “Install Certificate”.

d. The import wizard will begin. Click “Next”.

e. Select “Place all certificates in the following store”, and
then click “Browse”, select “Trusted Root Certification
Authorities”, and click “Ok”. Click “Next”, then click

“Finish”.

f. Review and accept the Security Warning.

Click “Yes” to install the certificate
permanently.

Repeat Step 2 for all PCs that need to
communicate securely with the iControls.
Copy the three files created in this step to
each of the PCs, and install the Root
Authority Certificate in each.

Bea =lol ill
e
‘ 0\ ;A I C:\Program Files\SurgexiControl\CertUtility\CA j [F_]] I Search CA 2
file Edit View Tools Help
Organize *  Indudeinlibrary ~  Sharewith =  Burn  New folder = o« ‘é‘
Name - Date modified | ipe | size | |
__eJ iControl1.der 3/1/2011 10:46 AM Security Certificate 1KB
_| iControl1.pem 3/1/2011 10:46 AM PEM File 1KB
_| iControlikey.pem 3/1/2011 10:46 AM PEM File 1KB
Certificate x|

General |Da|a||s | Certification Path |

‘@'ﬁ Certificate Information

Authorities store.

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification

Issued to: 10.1.2.61

Issued by: 10.1.2.61

valid from 2/ 28/ 2011 to 2/ 25/ 2021

Install Certﬁate..‘l Issuer Statement I

Learn mare about Certificates

CK

Security Warning

You are about to install a certificate from a certification authority

! l."

(CA) daiming to represent:

10.1.2.61

Windows cannot validate that the certificate is actually from

"10.1.2.61", You should confirm its origin by contacting
"10.1.2.61". The following number will assist you in this process:

Thumbprint (shal): 5875FFF7 456DFACS 780D41E55 17859962

2006BF13

Warning:

If you install this root certificate, Windows will automatically trust

any certificate issued by this CA. Instaling a certificate with an
unconfirmed thumbprint is a security risk. If you didck “ves” you

admowledge this risk.

Do you want to install this certificate?
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Step 3. Create Certificates for each =10/ x|
iControl using the Root (_Seloct Task )
Authority Certificate.

™ Create a Self Signed Certificate
a. Open the CU. " Create your own Certificate Authority

% LCreate a Certificate Authorty Signed Certificate;
b. Click on Create a Certificate Authority P

Signed Certificate.

c. Click Next.
info Back: Mext Exit
=lofx|
d. Enter or Browse to the Root Certificate | sciest cortioate authority )
Authority file location (default is
<install_directory/CA>*) and select the Root Certfificate Authority Certificate:
pem flle matching the name Of the IC:\Program Files\Surgex\iControl\CertUtility\CAControl1. pem Browse |
Certificate Authority created above. _
Root Certfificate Authority Key:
. |C:\Program Files\SurgexControl\CertUtility \CAControl 1key . pem Browse |
e. Enter or browse to the key file
(*key.pem) matching the name of the
Certificate Authority created above.
f. Click Next.
info Back Mext Exit

10
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g. Enter the Required Information about
the Certificate in the fields as shown.

Certificate Name: This is the filename
for the certificate.

Common Name: Usually the IP address
of the iControl that will use the
certificate.

h. Enter the Optional Information if
desired.

i. Click Next when done.

j. The CU will generate the required files
and store them in the
<install_directory/Certs> subdirectory.

k. Click Home when done.

Repeat Step 3 for each iControl.

M certificate Upload Utility

=0l x]

|: Enter Certificate Information

Required Infromation

Optional Information

Certificate Name:

Common Name (IP Address):

Country:

State or Province:
City or Location:
Organization:

Organizational Unit:

ficontrol1

ji0.1.261

fusa

|Norﬁ1 Carolina

|Zebu|on

ISurgeX

IEngineering

El
A

M certificate Upload Utility

=0l x]

|: Generating Certificate..

DONE

Building Certificate
Certs\iControlL.key
Certs\iContral1.pem
CertsljControl tkey.pem
CertsljControl1s.pem
Certs\iControl1.der
Certs\iControlL.dcc

El
A

Back

Home
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Step 4. Upload the Certificate into the

a.

b.

C.

iControl.

Open the CU.
Click Upload a Certificate.

Click Next.

. Enter or Browse to the location of the

certificate files. The default location is
<install_directory\Certs\>

. Enter the IP address of the iControl to

upload the certificate to.

f. Click on Next.

. The certificate upload progress is
displayed. When complete, Click Home.

. After receiving the certificate, the

iControl needs to be rebooted via the
CLI (Telnet, Serial) or the front panel
switch. This will not affect the status of
the outlets.

Repeat Step 4 for each iControl.

¥ certificate Upload Utility

=lol x|

[ select Task

{~ Create a Self Signed Certificate
~ Create your own Certificate Authority

{~ Create a Certificate Authorty Signed Certificate

Back: | Mext

info

¥ certificate Upload Utility

[ select Certificate to Upload

Certificate:

IC: Program Files\Surgex\iControl\CertUtility \Certs\iControl1.dcc

IP Address to Upload to:

w. 1.2 .61

Browse |

o |

¥ certificate Upload Utility

[ uploading..

(Conecting to 10.1.2.61
Connected
Uploading
Cetrificate Length
QK

Cefrificate
QK

Cleaning up
OK

Disconnected

Back | Home

Note: All PCs with the same Root Authority Certificate installed will be able to create and
upload certificates to any iControls, and to access all the iControls with certificates made from
that same Root Authority Certificate, regardless of which PC created the certificate.
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